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The prevalence and ease of electronic communication, specifically email through patient portals associated with electronic medical re-
cords or via traditional enterprise email clients (e.g., Outlook) and video, have resulted in increased use for rapid communication be-
tween practitioners and their patients. Concerns regarding patient privacy and compliance with the regulations of the Health Insurance
Portability and Accountability Act (HIPAA) remain a barrier to routine incorporation of electronic communication into practice.
Furthermore, capital investment, implementation, and maintenance costs may provide additional barriers. These long-standing con-
cerns have been heightened and tested by the COVID-19 pandemic. Best-practice guidelines for the secure and safe use of electronic
communication with reproductive care patients are provided. (Fertil Steril® 2021;115:1156-8. ©2021 by American Society for Repro-

ductive Medicine.)

Discuss: You can discuss this article with its authors and other readers at https://www.fertstertdialog.com/posts/32313

he COVID-19 pandemic forced a
T change in the way medical prac-

tices interact with their patients.
For the safety of patients and providers,
the American Society for Reproductive
Medicine (ASRM) COVID-19 task force
strongly encouraged the use of tele-
health in lieu of in-person visits (1).
For some practices, this was an entirely
new experience whereas, for others, it
meant a shift to a methodology that
they had already been using. Telehealth
encompasses multiple  modalities
including video conferencing, audio/
phone conferencing, secure messaging
within an electronic health record sys-
tem, email over the open internet, and
electronic means of signing consent
forms. Patients find electronic media
to be an efficient means of communi-
cating with clinicians. In addition, elec-
tronic media enhances communication
for medical practices, including the
benefits of increased responsiveness
and enhanced patient satisfaction.
However, there are some pitfalls that

should be considered. This document
focuses on the use of email communi-
cation, portals embedded in electronic
medical records, telemedicine, and
other common types of video commu-
nication between providers and
patients.

WHAT SHOULD | CONSIDER
WHEN COMMUNICATING
WITH MY PATIENTS BY
EMAIL?

Transmission of previous medical re-
cords and test results: Patients often
express frustration with provider-to-
provider transmission of previous
medical records. When paper charts
prevailed, requests for medical records
meant having an employee of the prac-
tice stand with the chart at a copy ma-
chine to make a physical paper copy of
the records, which would be mailed or
faxed to the requesting entity. Now in
the era of electronic health records, dig-
ital copies can be generated and sent by
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several means. It is not uncommon for
patients to request and retain copies
of their medical records and then
choose to transmit them via email to a
new practice or provider that they
may Vvisit.

Follow up to a visit: In contrast to
a live interaction over a video link, tele-
phone, or in-person where one or more
questions can be posed and answered in
real-time, email allows the transmis-
sion of a focused query to which a
response can be given hours or days
later. There are many uses and benefits
to email communication either via an
enterprise email server, such as
Outlook, or through a patient portal.
Some of the advantages and pitfalls of
either type of communication are listed.

Potential Uses/Benefits

e Patient flexibility: Patients often
wish to provide previous medical re-
cords or test results in advance of a
telehealth or in-person visit.

e Provider flexibility:  Electronic
communication allows more flexi-
bility and timeliness in the relay of
information, such as test results,
treatment planning, and answers to
frequently asked questions (FAQs).

1156

VOL. 115 NO. 5/ MAY 2021


https://www.fertstertdialog.com/posts/32313
mailto:ASRM@asrm.org
https://doi.org/10.1016/j.fertnstert.2021.01.046
http://crossmark.crossref.org/dialog/?doi=10.1016/j.fertnstert.2021.01.046&domain=pdf

e Enhanced communication: Patients can electronically ask
questions that they may have forgotten to ask during their
last live encounter. Physicians can elaborate on specific in-
formation that needs further clarification and offer another
telehealth or an in-person visit to better serve the patient if
the issue isn’t resolved by the email exchange.

e Availability: Electronic correspondence can improve the
perception of provider and staff availability.

e “Real-time” reporting: Standard reporting of results
through templates may reduce the time needed to inform
patients of test results.

e Decreased number of patient visits: Relaying treatment in-
structions and other communications electronically rather
than in person can decrease the risk of disease transmission
in locations where COVID-19 cases or other serious
communicable diseases are prevalent, improve patient
throughput, and lower patients’ copays through fewer visits
without compromising care.

Potential Pitfalls

e Unrealistic patient expectations: Patients who receive a
rapid reply to a sent email during office hours on a
weekday may falsely believe that their email will receive
the same attention 24 hours a day, 7 days a week even if
counseled to the contrary. Placing warnings for patients
(in email or otherwise) that email communication should
not be used for emergent/urgent communication should
be considered.

e Assumption of a single point of communication: A patient
may unrealistically believe that they can rely on a single in-
dividual with whom they correspond to have email access
every day. The patient may fail to reach out to the practice
through other means with a time-dependent problem
because they believe that the one individual will always
be available and be able to address all issues.

e Misunderstandings: Conveyance of information in an
asynchronous electronic written form is not equivalent to
a live discussion between a patient and a medical profes-
sional. Vital clues to an underlying problem are often
picked up by health-care personnel only through dialogue
and questioning.

e Gaps in team information: Email communication outside
the patient record can create knowledge gaps among the
care team about the patient’s treatment. Not all inter-
changes may be captured in the medical record, leading
to misunderstandings and gaps or errors in patient care.
Consideration should be given to ensuring that such com-
munications are copied to all relevant members of the care
team and/or directly into patient charts.

e Burden on staff/physician: With no barrier to direct
communication, a patient without any malintent may
send a large number of brief emails to the provider’s office
with questions that could easily be addressed during a sin-
gle follow-up visit. Multiplied across a busy practice, staff
time can be consumed without constraints.

e Security/privacy: Information may be viewed by individ-
uals other than the patient without the patient’s permission.
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e Reimbursement: Billing for time spent on email communi-
cation is problematic.

One of the concerns with personal email is that only a sin-
gle password is needed to access sensitive health information.
A patient portal can be a useful way to encrypt messaging
securely, but may still not be much more secure than personal
email. Practices need to work with their information technol-
ogy (IT) division or outside IT companies/consultants to
implement secure patient portals.

Given the prevalence and convenience of email on mobile
devices, some institutions have authorizations/consent forms
for patients (Email Authorization forms) that disclose the
insecure nature of unencrypted email or text messages and is-
sues with validation of identity. These forms are intended to
obtain formal authorization from each patient for the use of
unencrypted communication and can be presented to patients
at their initial visits and should become part of the medical re-
cords. Patients should be reminded that commonly used email
servers have been breached in the past. Thus, it is probably
best to recognize that no electronic communication is
completely secure (2). Despite changing perceptions of what
is private, the Health Insurance Portability and Account-
ability Act (HIPAA) remains in effect.

Billing for time spent in electronic communication may
be reasonable, but laws and policies governing this type of
medical billing vary widely across practices, institutions,
and states. Even if permitted in some states, this does not
mean that insurers will necessarily reimburse for electronic
communication. Email communication should not be used
as a substitute for an initial consultation to establish the
care of a patient. In addition, clinics should make patients
aware of internal policies about the timeliness of response
to patients’ email inquiries.

Electronic communication with a patient is part of the
digital record and may be discoverable in potential lawsuits.
Professionalism standards apply to any form of online
communication with patients, whether in email or a portal,
just as they do for any patient encounter. As with medical
documentation, patient emails should be written with the
assumption that they could become public knowledge.

WHAT DO | NEED TO CONSIDER WHEN USING
TELEMEDICINE/VIDEO TO COMMUNICATE
WITH MY PATIENTS?

Video communication can be used to interview and consult
with patients but requires a higher level of physician involve-
ment than email. Although any video messaging service can
be used to talk to patients, these services can have the same
security challenges as email and may not be compliant with
HIPAA regulations. Free video communication applications
embedded in operating software for handheld devices, tablets,
and computers were not designed for secure interactions with
patients. Likewise, the use of free versions of applications that
sell HIPAA-compliant video communication services can put
a practice at risk.

For video-conferencing software to meet HIPAA compli-
ance, the software must meet the following requirements:
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e High-level encryption: Most commercially available video-
conferencing solutions exceed federal requirements.

o Contract: A business associate agreement should exist be-
tween the handler, that is, the software company of the en-
crypted personal health information, and the clinic, to
share liability should a data breach occur. If a business
associate agreement does not exist and personal health in-
formation is being transmitted, then both parties violate
federal law. This requirement is likely satisfied by the
licensing agreement between the practice and provider of
medical telehealth services.

e Audit trail: Video conference software must be able to
document, in a time-based manner, the trail of users that
accessed patient information.

For more information on whether particular video-
conferencing tools are HIPAA-compliant, visit https://
www.healthit.gov/topic/health-it-initiatives/telemedicine-and-
telehealth.

For FAQs on telehealth and HIPAA during the COVID-19
pandemic  visit  https://[www.hhs.gov/sites/default/files/
telehealth-fags-508.pdf

Platforms for telemedicine that are expressly crafted for
health-care providers should be used to maximize the likeli-
hood of compliance with HIPAA and other existing laws.
Consideration should be given to state laws that regulate
medical licensing, as most states require physicians to have
a license in the state in which the patient is located. Reim-
bursement can be equivalent to in-person physician visits if
the patient is located in a remote site and not restricted by
payor status; however, laws regulating reimbursement of
telemedicine vary by state.

The video communication should not be recorded without
appropriate permissions and should occur on the covered en-
tity’s own server. Thus, the practice should control both sides
of the communication— the server on the physician side and
the computer on the client side. This requires a dedicated
application system and precludes the use of many commer-
cially available applications where an outside company con-
trols the server.

If a practice communicates with a patient in a nonsecure
fashion, then the practice places itself at risk of breaches of
private patient data that could result in fines and potential
litigation.

CONCLUSIONS

e Electronic communication can enhance the patient experi-
ence, but safeguards compliant with regulatory statutes
and institutional policies should be implemented.

e Patient and provider education about what constitutes
appropriate use of email, expectation management about
whom to send an email to, and when to reasonably expect
a response is critical.

e Communication by video conferencing can enhance access
to care and provide a safe means of HIPAA-compliant
interaction during the COVID-19 pandemic.
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